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Webinar Housekeeping 
• Please note that today’s webinar is being recorded 

– The webinar recording, presentation slides, and 
additional tools and templates will be available in the 
webinar library on CSTE’s website: 
http://www.cste.org/?page=WebinarLibrary  

 
• All phone lines have been placed on mute 

 
• There will be a question-and-answer session at the 

end of the webinar 
– To ask a question, please use the Q&A box on the right 

side of your screen 

Presenter
Presentation Notes
Please note that today’s webinar is being recorded.  If you have any objections, you may disconnect at this time.The webinar recording, presentation slides, and additional tools and templates will be available in the webinar library on CSTE’s website: http://www.cste.org/?page=WebinarLibraryPlease also note that all phone lines have been placed on mute.Finally, there will be a question and answer session at the end of the webinar. To ask a question, you may use the question and answer box on the right hand side of your screen.  You may ask a question at any time during this webinar, but we will only be answering questions after the speakers’ presentations.

http://www.cste.org/?page=WebinarLibrary


To Ask a Question 
• Click on the blue 

question mark tab 
on the top right 
panel of your 
screen 

• This will open the 
Q&A box on the 
bottom right panel 
on your screen 

• Type a question 
• Send questions to 

All Panelists 
• Questions will be 

answered during 
the Q&A period 
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Here are detailed instructions on how to ask a question during the webinar.Click on the blue question mark tab on the top right panel on your screen. This will open up the Q&A box on the bottom right panel of your screen.Type a question and please be sure to send it to all panelists.Questions will be answered during the Q&A period at the end of the webinar. Thank you for your participation in the webinar today. 
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Webinar Series 

 April: The First Step: Conducting an Initial Assessment: 
recording, slides and templates are online at www.cste.org  
 Webinar Library under the Trainings & Activities tab 
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Presentation Notes
These topics cover the contents of the 2011 Guidelines and have been mentioned as areas where more guidance is needed, Dates for July and August to be determined.Templates will be added over time so please check back on the CSTE website when looking for resources.

http://www.cste.org/
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Presenter
Presentation Notes
All programs need to have written policies in place



How Do I Begin? 
 2011 Data Security and Confidentiality Guidelines: 
 The Guidelines list the standards that should be 

contained  
 Pages 12-17 list the standards that apply to program 

policies 
 Appendix E (page 59) includes a suggested policy outline 
 

http://www.cdc.gov/nchhstp/programintegration/docs/PCSIDataSecurityGuidelines.pdf 
 

Presenter
Presentation Notes
The Guidelines 

http://www.cdc.gov/nchhstp/programintegration/docs/PCSIDataSecurityGuidelines.pdf


Program Policies and Responsibilities 
Standards 1.1-1.9 

 1.1  Develop written policies 
• Review them annually and make them accessible to  staff 

 1.2  Designate and name ORP in your policy 
 1.3  Define roles and access levels in your policy 
 1.4  Address computer back-ups and disaster 

recovery plans in your policy 
 1.5  Address how breaches in security protocol or 

unauthorized release of PII will be handled 
 



Program Policies and Responsibilities 
Standards 1.1-1.9 

(continued) 
 1.6   Assure staff with access to PII attend data 

security and confidentiality training annually    
 1.7  Require signing of confidentiality agreements 

annually 
 1.8   Ensure staff know their personal 

responsibilities 
• Following policies 
• securing their electronic devices 

 1.9   Certify annually that your program meets the 
standards (certification statement)   
 



Possible Approaches 

 Start anew and write a policy  
 Appendix E provides a good outline but you will need to 

add in the specifics for your department 
 Incorporate findings from the initial assessment 
 Write to match the standards in the Guidelines 

OR 
 Edit your existing policy to meet Standards in 

Guidelines 
 Incorporate findings from the initial assessment 



Appendix E, recommended outline 
(page 59 of Guidelines) 

 Scope 
 Access and roles 
 Overall responsible party 
 Data release 
 Data sharing agreements/plans  
 Routine communications with confidential, 

identifiable data 
 
 

Presenter
Presentation Notes
It is important to note that this is a suggested outline.  It does not have to follow this flow.  Should be adapted to your program’s specific needs.Scope – Relevant data, purpose of the data collection, terms of use and data sharingAccess and roles – level of access by position and roles of persons who have/need accessOverall Responsible Party – should be identified in this policyData release procedures for implementing data-sharing agreementsIRB procedures if required **** THE JULY WEBINAR WILL GO INTO MORE DETAIL ON DATA SHARINGRoutine communications –procedures for communications requiring the sharing of confidential information with other project areas, labs and other internal and external entities.



Appendix E, recommended outline 

 Physical data security 
 Electronic data security 
 Transmission of data 
 Investigation of suspected breaches 
 Training 
 Nondisclosure or confidentiality agreements 
 Glossary 

 

Presenter
Presentation Notes
Physical data security – ensure a secure physical environmentElectronic data security – procedures to ensure a secure electronic environment****The JUNE WEBINAR WILL COVER  DATA SECURITY IN MORE DETAIL.Transmission of data – procedures on transmission of data via physical mail, fax, email, etc.  Refer to appendix f for guidelines for the use of faxInvestigations of suspected breaches –process, tools and forms--- chain for information/action/responseTraining –requirements for annual training and requirements for documentation of training********THE AUGUST WEBINAR WILL ADDRESS BREACHES AND ANNUAL TRAININGS



Use List of Standards  

 Another option instead of Appendix E: 
 Pages 12-33 list all five topical areas with standards 
 Each standard has guiding questions that can serve 

as an outline for writing that section of the policy 
 For example- see page 12 (next slide) 



Presenter
Presentation Notes
Refer back– you saw this at the opening of the presentation.



Possible Approaches 

 Write one policy that applies to all disease areas 
noting disease-specific procedures 

 Decide whether to leave disease-specific 
procedures in one department-wide policy or create 
different policies for each disease 
 You may not know which approach suits best 

until you start writing your policy 

Presenter
Presentation Notes
Important to be flexible



Possible Approaches – How Many Policies? 

 Different policies for each disease: 
 May work best in larger departments 

• Texas (large integrated program) created different policies for 
each disease 

 One integrated policy for all diseases: 
 May work best in smaller departments 

• Connecticut (small integrated program) created one policy 

 One main policy with different disease-specific 
Standard Operating Procedures (SOP) for each 
disease/program 

Presenter
Presentation Notes
Point out here that even though the two states presenting today have integrated programs it is not essential to make this type of administrative change in order to implement S&C policies for all disease areas/programs that meet the 2011 S&C Guidelines



Pick the Approach that Works for You 

 Which approach to take is up to you. 
 Do what is best for your program. 
 The policy/policies will be reviewed by each 

program/disease area to which it applies so including 
staff across all applicable programs is vital to 
operationalizing integrated policies 

 Ask your project officer/program consultant what has 
worked well for similar projects 

 Bottom-line is adherence to 2011 NCHHSTP 
Guidelines 
 All FOAs from NCHHSTP will have language requiring 

adherence 



Examples of Security and Confidentiality 
Policies and Procedures 

 Provided 
 Connecticut DPH policy 
 Texas DPH policies 
 Other city/state health department policies 

 

 What else would you find useful? 
 Send requests to pcsi@cdc.gov 
 

mailto:pcsi@cdc.gov


Conducting Periodic Assessments 

 Once policy is written and staff are trained, need a 
procedure to regularly:  
 Assess how well it is working and 
 Update it to keep it current with technology/org chart, 

legislative or legal issues, or other changes 
 Consider six-month “check-in” 

 Create process for staff to request assistance 
 Annual assessment activities 
 Training for new staff and refresher trainings 
 Update S&C agreements for all staff 

 

 
 

Presenter
Presentation Notes
Bruce, you may want to add in the second sub-bullet on the first bullet that legislative or legal changes in a jurisdiction may also have implications for your S & C policies; staff should review these changes annually.Once staff have attended the initial training on new policies, I would suggest doing a formal, anonymous survey of staff at 6 months to get feedback on what they see as the major problems/barriers to fully complying with S & C policies, and how they would change policies to improve their usefulness in the course of their daily activities.Create a process for staff to request TA from supervisors when they are having a work-flow issue with S & C policies that isn’t remedial or viewed as pejorative – recognize that your policies are only as strong as the lowest-level staff are willing to support. This goes into creating a culture of complying with these policies where staff and supervisors support each other in the common goal of protecting the data. It is too easy to slip into a dynamic of trying to catch someone violating a policy instead of supporting each other in complying.An annual assessment, should be part of the preparation for training new staff, providing annual refresher trainings, making sure all staff have updated their S & C agreements/oaths, etc.  This is generally a formal process, timed to occur with some other convenient gathering of staff like an annual meeting or staff retreat.  Periodic assessments on the other hand can be considerably less formal and could be conducted ad hoc as new program elements, data needs or other emergent conditions warrant. Policies on assessment processes should be flexible enough to include these kinds of informal review. 



Conducting Periodic Assessments 
Some thoughts to keep in mind . . . . 

 Keep policies flexible to allow for unexpected 
changes. 

 Where are people having difficulties? 
 What works well that could be shared with other 

diseases/programs? 
 Is this a program evaluation opportunity? 
 Seek technical assistance if necessary. 

 

Presenter
Presentation Notes
Keep policies flexible to allow for unexpected changes. – periodic ad hoc assessments may be necessary and flexible policies allow for that.Where are people having difficulties? –refine and clarify.  Gather feedback.  What works well that could be shared with other diseases/programs?  You aren’t the only one going through this.  Other programs can benefit from your experience and lessons learned. Is this a program evaluation opportunity?  Systematic evaluation helps document what works and what doesn’t‘. Seek technical assistance, if necessary. – if you are developing an integrated policy, consider reaching out to all project officers/program consultants and requesting feedback at the same time so everyone can be on the same page.  



Templates for Conducting Periodic Assessments 

 Provided 
 Periodic Assessment Checklist (pages 45-54) 
 Periodic Assessment Tool and Guide – expands on 

checklist from pages 45-54 and adds columns for each 
disease program area and space for follow up actions 
needed 
 

 What else would you find useful? 
 Send requests to pcsi@cdc.gov 
 

mailto:pcsi@cdc.gov


Summary 

 Develop policies that work for your program. 
 Don’t reinvent the wheel.  Ask what has worked 

well for others. 
 Conduct annual assessments and periodic 

assessments as needed. 
 

 Now, let’s hear how some programs put these 
guidelines into action. 
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Background 



STD/TB/HIV/Hepatitis in Connecticut 

 HIV and Hepatitis surveillance with the same 
person as program coordinator for many years 

 TB and STD programs have been overseen by the 
same person since 2007 

 TB/STD program coordinator has a long history of 
working with HIV/AIDS/Hepatitis colleagues 
 Sharing data 

• Confidentiality training of all staff annually 

 Sharing funds 

Presenter
Presentation Notes
HIV and Hepatitis surveillance has been overseen by the same person for many years (just retired 5/1/13).The STD program coordinator has over 20 years experience and assumed responsibility for the TB Control Program as well in 2007.These two people have been working closely together in the sharing of data and funds for several years.  Staff in all programs take confidentiality seriously and attend confidentiality training and sign a confidentiality statement annually.



Restructuring of Infectious Diseases      
in Connecticut 

 Before June 2012 
 Infectious Diseases spread out over 3 different sections 

with 3 different managers 
 TB/STD Programs in a different section than 

HIV/Hepatitis/AIDS 

 After June 2012 
 All infectious diseases under State 

Epidemiologist/Director of Infectious Diseases 
 STD, TB, Hepatitis, HIV/AIDS organized into one section 

within infectious diseases under the same manager 

 

Presenter
Presentation Notes
Despite this collaboration, before June last year, these programs and all of the infectious disease programs were spread out over three different sections with three different managers.  This meant that the TB and STD Programs were in one section and HIV/Hepatitis/AIDS were in a different section.  In June of 2012, there was a reorganization at the health department that brought all infectious diseases under the State Epidemiologist who is also the Director of Infectious Diseases.  Within infectious diseases, STD, TB, Hepatitis and HIV/AIDS were brought together into their own section under their own section chief.



Matthew Cartter 
Director of Infectious 
Diseases & Infectious 
Diseases Section Chief 

AIDS/HIV/STD/TB & 
Hepatitis Section 
Chris Andresen 
Section Chief 

Infectious Diseases 
Section 

Proposed Organizational Chart, 6/1/2012 

Presenter
Presentation Notes
This slide shows the current organizational structure of infectious diseases at the Connecticut Department of Public Health.



Approach to Security and Confidentiality 
Guidelines 

 Spearheaded by HIV/Hepatitis surveillance 
coordinator 
 Drafted initial document based on policies/procedures 

already in place  

 Meetings with STD/TB coordinator and medical 
epidemiologist 
 Tried to address issues 
 Meeting with section manager  

 Review by staff and adoption of current draft 
document 
 Sent to CDC for review and comment 
 

Presenter
Presentation Notes
After the security and confidentiality guidelines were released at the end of 2011, the HIV/Hepatitis surveillance coordinator decided to assess our current policies/procedures and draft a document based on the new guidelines.  He brought us into this process early on and we went through several drafts and meetings to address issues and also received input from our section chief.  We also had several rounds of review by staff members which identified issues and concerns especially among field staff.  In December 2012, the draft document was reviewed by all staff and adopted in its current version.  There are still some outstanding issues or changes that have not been fully implemented but the current document has also been sent to CDC for review and comment. 



Examples 



Physical Record Security- Initial Assessment 

 HIV/Hepatitis 
 Already had locked private storage area 
 Locked cabinets 
 Policies for handling records in the office 
 Crosscutting shredder 

 STD/TB 
 Storage area for records needed to be reassessed 
 Not enough locked cabinets 
 Reassessment of handling of patient records in the office 
 Large volume shredder, not cross cutting 

Presenter
Presentation Notes
The first example focuses on physical record security.  The HIV/Hepatitis programs had addressed the physical security of their records prior to the release of these guidelines through the use of a locked, private storage area in the health department, had locked cabinets for all of their data, written policy for the handling of confidential records in the office, and had a crosscutting shredder in place.  In assessing the current procedures for the STD/TB programs, weaknesses included not having a locked, single access room for storage of old records, not enough locking cabinets for staff, no written policy for handling of patient records in the office and the large volume shredder was not crosscutting. 



Physical Record Security- Resolution 

 Moving of STD/TB records to appropriate storage 
room 
 Visited long term storage area off-site 
 Reassessment of retention schedule 

 Bought new locked cabinets,  cross-cutting 
shredder, privacy covers for computer screens 
 HIV money 

 Staff education 
 Enabling automatic timeout of screens when away from 

computer 
 Removing patient records from view when away from 

desk 
 

Presenter
Presentation Notes
In general, these were relatively easy issues to address.  This process prompted reassessment of the long term storage areas for STD/TB records which included moving records to an appropriate storage area, assessment of the state facility for long term storage off site and revision of the retention schedule for STD and TB records.  Using HIV money, we were able to purchase new locked cabinets for all staff, a new cross cutting shredder and privacy covers for computer screens.  There was also staff education about simple things like enabling automatic timeout of inactive computer screens and password protection of computers and ensuring all patient records were stored appropriately when not in use.



Field Work- Initial Assessment 

 HIV/Hepatitis 
 Rarely take PII in the field 
 Don’t have PII at home 

 STD/TB- PII needed to do the job 
 Field-based offices 
 Visit patients in their homes 

• What to do with patient information during these situations?   
• Information with staff person at all times? 
• Leave in car? 

 Patient information at staff person’s home 
• How should it be protected? 

 

Presenter
Presentation Notes
The issue of PII and field work was one that we approached with some trepidation.  For HIV/Hepatitis staff, most work is done in the office.  PII is rarely taken into the field and no PII is ever at a staff person’s private residence.  However, for STD and TB staff, PII is often needed to get field work done.  All of our DIS are based in the field so the issue of the field based office was one.  In addition, Disease Intervention Specialists (DIS) and TB case managers are often visiting patients at their homes or place of work.  What should be done with PII in these situations?  As a result of this work, sometimes these staff bring PII home.  How should it be protected then?



Field Work- Resolution 
 Field-based offices 
 Follow same procedures as at main office 
 Bought new locking cabinets 

 Field work 
 Keep PII in the field to a minimum 
 Safest to leave information in cars when visiting patients’ 

homes 
 Information to be out of view, preferably in trunk or at a 

minimum, in a bag/container/under seat 

 Patient information at home 
 Common sense- out of view, away from other household 

members and visitors 
 Encrypted DPH laptops 

 

Presenter
Presentation Notes
Input from field staff were key in the development of these policies.  The field-based office space was treated the same as the office space in the main health department office.  In some ways, protection in these offices was better because all staff have locked offices while at the main health department, we all have cubicles.  However, some locked cabinets were purchased where needed.  In regards to work outside of the office, PII is always kept to a minimum.  It was determined that when visiting a patient’s home, it was best to keep PII in the staff person’s car, preferably in the trunk or if no trunk (some hybrid vehicles), out of sight in a bag, container or under a seat.  When PII must be at a staff person’s home, it is to be kept away from view of any visitors or family members.  All staff have access to encrypted state laptops for work that might be done at home or outside of the office.



Electronic Security- Initial Assessment 
 STD/TB 
 Web-based database (Maven) 

• Most infectious disease data maintained in this database 
• Used for TB and Hepatitis data only at present 
• Can be accessed from anywhere with an internet connection 

 Faxing 
• Common for TB, especially for informing local health 

departments of new cases or communicating test results quickly 

 Texting 
• Sometimes only way to communicate with patients 
• Preferred by some physicians 

 Email 
• Kept to a minimum, never use names 
• Used for quick communication on cases with health departments 

and clinicians 

Presenter
Presentation Notes
Electronic security was the area that we knew would be the toughest to address.  I will only focus on STD/TB policies/procedures since these are the ones that had to be addressed.  First, there is the database that houses data.  Connecticut uses Maven which is a database that allows for web access from any location with internet.  At present, only TB disease and hepatitis data is maintained in this database although there are plans to transition STD-MIS to Maven.  So the question arose, can/should staff access the Maven database when they are outside of the office?  Next, there is the issue of faxing.  Faxing is common, especially for the TB program as it is the way that local health departments are informed of new cases and is also used for rapid communication of test results with both healthcare providers and local health departments.  Discussions with field staff brought up the issue of texting.  In meetings with DIS, we knew that texting was sometimes the only way patients or contacts to STD cases could be communicated with.  For some long term TB patients, this is also a common form of communication.  In addition, I have at least one physician who rarely calls me but instead prefers to text me with questions or patient updates.  Finally, we knew that email was going to be our hardest area to address and change.  Again, email is most commonly used in communications with local health departments and healthcare providers regarding TB patients but is also used on occasion by STD staff.  This form of communication has always been taken seriously be staff and PII is only used when necessary (e.g. initials or case numbers).  



Electronic Security- Work in Progress 

 Maven 
 Can be accessed by staff and local health departments off 

site 
 Plans to transition STD data  
 Off site access is currently allowed 
 Revisit in the future? 

 Faxing 
 Continues for both STD/TB programs 
 Changed cover sheets to remove disease specific 

reference 
 Known entities for faxing 
 Call before sending fax 

Presenter
Presentation Notes
We have been able to come to resolution on a few of these electronic security issues and others are still a work in progress.  Regarding Maven access, we haven’t made any changes in policy to date.  Maven is accessible off site by both state and local health department staff and with plans to transition in STD data as well, access is likely to expand in the future.  As the database changes and grows, this is likely an area that will need to be revisited in the future.  Faxing also continues at the state health department for both TB and STD programs.  Some changes were made including removing disease specific references to cover sheets and reinforcing the policy of knowing who the fax is being sent to, confirming fax numbers and calling before a fax is sent.  Faxing will likely need to continue until changes can be made in Maven so that it can be used to inform health departments of new cases instead of through faxing of paper case reports. 



Electronic Security- Work in Progress 

 Email 
 Tumbleweed access for all staff 

• Encrypted email for sending PII when necessary 
• PII kept to minimum necessary, no names 

 Still working on it! 

 Texting 
 New password-protected blackberries for staff 
 PII kept to minimum, only if necessary, same rules as 

email apply 

 

Presenter
Presentation Notes
We are currently still allowing email of PII when necessary.  This was felt to be important for communication with local health departments and clinicians.  All STD/TB staff were placed on the Tumbleweed system which is the encrypted email system for the state.  Staff label emails as either “secure” or “not secure” in the email subject heading and it is routed through the system which then prompts the receiver to sign in with a password to access the email.  All emails are screened and if the system flags an email to be routed securely, even if not initially labeled as such, it will do so on it’s own.  Even with this system, names are not used and PII are kept to a minimum. Regarding the issue of FOI requests, we have among the most strict confidentiality laws in the US regarding disclosure of data obtained for public health purposes. In my 7 year tenure at the health department, we have never had to release confidential data based on an FOI request or subpoena to my knowledge.  Along those same lines, texting is allowed on password protected blackberries that all staff now have and the same rules as for email apply—no names, keep disease specific information and PII to a minimum.



Summary 

 Confidentiality is taken seriously by everyone 
 All of the different programs need to work together 

closely to understand current procedures 
 Much of what is currently being done is already 

consistent with the guidelines 
 Need to have people involved that know how things are 

done and what the problems could be 

 Sharing of resources ($) is important 
 It will take time and that’s okay! 
 Consider stepwise approach to adopting changes if 

needed 
 
 

Presenter
Presentation Notes
In Connecticut, TB, STD, HIV and Hepatitis program staff have a long history of working together and everyone has always taken confidentiality and protection of data seriously.  Because of this, a lot of the current policies and procedures were already in compliance with the CDC guidelines but it was important for the programs to work together to understand what the needs were, what the current practices were and to come to an agreement on a revised policy.  To get this done, the sharing of resources was key—we couldn’t have met the physical security needs without HIV resources to purchase them.  It should also be understood that this is a process and will take time.  We adopted as many changes as possible as early on as possible but it is recognized that changes to the policy will be needed and current procedures will need to be reassessed and changed.  If this is communicated early on, it can make it easier for staff to understand and accept changes as well.



Thank You! 
 

For more information please contact: 
 

Lynn Sosa, MD 
410 Capitol Avenue, MS#11 TUB 

Hartford, CT  06134 
860-509-7723 

Lynn.Sosa@ct.gov 
 

mailto:Lynn.Sosa@ct.gov
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H31000/64160/B24

Supplemental Position

Presenter
Presentation Notes
Organization for integrated programs is key I think. This reflects our organization. We have three branches which include TB, HIV, STD and perinatal HEP B. Each of the branch managers serve as Local Responsible Party for their programs internally. The unit manager is the designated ORP for all three programs for the state. IDPS = Infectious Disease Prevention Section; The section our unit is a part of within DSHS.  TB/HIV/STD Epi & Surveillance branch, Perinatal Hep in the HIV/STD prevention and care branch



Formation of the HIV & STD Charter (2008) 
 Representatives from:  
 Regional, local and central 

office 
 HIV and STD 
 Management 

 Reviewed other sources: 
 Texas Agency 
 Texas other programs (cancer) 
 Other states 
 CDC HIV standards 
 CDC STD prevention  
 Federal/State regulations 

Presenter
Presentation Notes
Texas reporting flows through local and regional health offices to the central office. We have been functioning as an integrated program for HIV and STD since the formation of the bureau and became an integrated unit in 2011. We did not have integrated security policies until 2008 which put HIV and STD truly on the same level. Federal HIPAA/HITECH rules are still being written and updated, federal definition of a breach; states are updating their own laws for electronic health records and Health Information Exchanges. Program must comply with agency standards which may restrict things programs may want to do. 



Focused Workgroups 

 Separate areas: 
 Surveillance 
 Public Health Follow Up 
 Breaches 
 Data Release 
 Medication 
 Special Projects (MMP) 
 Quality Review 
 Training 

 

Presenter
Presentation Notes
We wanted to be legal, meet agency standards, apply others best standards, meet federal grant requirements, and be usable. Recognized early we can not have one document apply to all groups procedurally. While we recognize the differences in roles, there are very few differences in the actual policies overall. 



Technology 

 Faxing 
 Needed, but secure too! 

 E-Mails 
 Most sites do not have email 

encryption, past issues. 
 TxHAN/TxPHIN 

 An alternative to faxing and 
emails. 

 Flash drives, laptops, cell phones, 
others… 

 

 

Presenter
Presentation Notes
Faxing was needed at the time for STD,  but in a more secure manner. We had email issues already with confidential information being sent, and most locations did not have encryption. Use of Texas Health Alert Network  is a CDC funded secure network that is free to the agency; met with HAN staff to develop requirements and our needs (they eventually became the Texas Public Health Information Network (PHIN). We used supplemental security funding grants to help purchase flash drives, scanners and software for many of our TB locations.



Can I Use PHIN for Secure Data 
Transfer? 

 Yes! 
 PHIN Team at CDC can work with states 
 PHIN Team Lead: Calvin Hightower 
 chightower@cdc.gov 

 PHIN Website: 
 http://www.cdc.gov/phin/contact/sme.html 

mailto:chightower@cdc.gov
http://www.cdc.gov/phin/contact/sme.html


Tx Public Health Information Network 
 Login page for PHIN 
 Anyone can have an 

account, but only approved 
have access to TB, HIV, STD, 
and ELR files.  

 Used for transfer only.  
 Files must be encrypted 

before uploading, we 
provided winzip. 

 We verified they had access 
to a scanner in secured 
areas.  
 

Presenter
Presentation Notes
Can other states use this? Is there a national PHIN? What legal restrictions are there for sharing documents via a PHIN like network between states?



Policies/Procedures Created [1]  
 HIV and STD Information 

Security Policy 
 Breach Response Policy 
 Updated data release 

policy 
 HIV and STD epidemiology 

and                            
surveillance procedures 

 

Presenter
Presentation Notes
Policies apply to all regional and local health departments with HIV and/or STD registries. Again, emphasis on being consistent as much as possible across all policies while recognizing some role based areas. DIS for example when doing PHFU are allowed to take documents to the clients home and their personal residence, surveillance staff are not unless there are extraordinary circumstances. 



Policies/Procedures Created [2] 

 Public Health Follow-up 
procedures 

 Medication procedures 
 MMP procedures 
 New security role at each 

location: 
 Local Responsible Party (LRP) 

 Added 2010: ORP policy  
 Location of Texas policies: 
• http://www.dshs.state.tx.us/hivstd/pol

icy/security.shtm  

 

Presenter
Presentation Notes
Policies apply to all regional and local health departments with HIV and/or STD registries. Medication (ADAP) has more liberal faxing policy due to restrictions in their system, the fact they get client consent, and the pressing need for getting medication to the clients. 

http://www.dshs.state.tx.us/hivstd/policy/security.shtm
http://www.dshs.state.tx.us/hivstd/policy/security.shtm
http://www.dshs.state.tx.us/hivstd/policy/security.shtm


Tuberculosis Program 
 Joined the HIV, STD programs in 

late 2009 
 TB Security Workgroup 

meetings in 2010 
 May 2011 TB security policies 

formally became part of HIV and 
STD  

 TB policies apply only to TB 
registries (23), not all TB clinic 
locations 

 Grace period before all TB 
changes enforced statewide, 
enforced Jan 1, 2013 

 
 

 

Presenter
Presentation Notes
The workgroup was composed of both central office TB staff, as well as representatives from regional and local health.  Grace period was to allow time for sites to purchase equipment, software and make improvements to facilities. Some assistance was provided by surveillance through supplemental funding from the CDC.



Challenges [1] 

 Dealing with change: 
 First STD, then TB 

 Funding: 
 Scanners 
 Encryption software 
 Physical changes 
 Secure drives 

 

Presenter
Presentation Notes
Dealing with change at both central office and satellite sites; Our state applications supported by 3rd party vendor hired by another agency and at data centers; Technology today, and evolving technology; Dealing with different rules for different states. 



Challenges [2] 

 Technology:  
 Data Centers 
 Faxing 
 Texting 
 Mobility  

 Other Jurisdictions 
 Other state agencies 
 Other states 

 Viral Hepatitis 
 Split between two units 

 
 

 
  

 

Presenter
Presentation Notes
Dealing with change at both central office and satellite sites; Our state applications supported by 3rd party vendor hired by another agency and at data centers; Technology today, and evolving technology; Dealing with different rules for different states. Social media



Security and Public Health 
Striving for that perfect balance 

 
Stanley See 
Texas DSHS 

TB/HIV/STD and Viral Hepatitis Unit 
Security Officer 

 
Stanley.See@dshs.state.tx.us 

Office: 512-533-3038 
Cell: 512-769-7347 

mailto:Stanley.See@dshs.state.tx.us


Webinar Agenda 
  Moderator: Vincent Fears, Program Consultant/Project 

Officer, Division of TB Elimination 
 

 Introduction and Welcome: Gustavo Aquino, Associate 
Director for Program Integration, NCHHSTP 
 

 Lead Presenter: Bruce Heath, Team Lead for Program 
Support Team, Program Development & Quality 
Improvement Branch, DSTDP, NCHHSTP 
 

 State Presenter: Lynn Sosa, Deputy State Epidemiologist & 
STD and TB Medical Epidemiologist, Connecticut 
Department of Public Health 
 

 State Presenter: Stanley See, TB/HIV/STD and Viral 
Hepatitis Unit Security Officer and Program Retention 
Coordinator, Texas Department of State Health Services 
 

 Questions and Discussion: presenters and participants 



To Ask a Question 
• Click on the blue 

question mark 
tab on the top 
right panel of 
your screen 

• This will open 
the Q&A box on 
the bottom right 
panel on your 
screen 

• Type a question 
• Send questions 

to All Panelists 

 

Presenter
Presentation Notes
Here are detailed instructions on how to ask a question during the webinar.Click on the blue question mark tab on the top right panel on your screen. This will open up the Q&A box on the bottom right panel of your screen.Type a question and please be sure to send it to all panelists.



Thank you for your participation! 
• Please complete the webinar evaluation: 

https://www.research.net/s/SCwebinar2 
 

• The webinar recording & slides will be available CSTE’s 
website in the webinar library: 
http://www.cste.org/?page=WebinarLibrary 
 

• Upcoming webinars: 
– June 6, 2:00 – 3:15 pm ET: Ensuring a Secure Physical & 

Electronic Environment and Certification 
 

– Pre-register by Wednesday, June 5: 
https://csteevents.webex.com/csteevents/onstage/g.ph
p?t=a&d=668512517 

Presenter
Presentation Notes
Thank you for your participation in today’s webinar!The link to complete the evaluation will appear as you disconnect from the webinar. Your feedback is important to help improve future trainings. All information submitted will be kept confidential. The webinar recording, presentation slides, and additional tools and templates will be available on the CSTE website under the Webinar Library.The third webinar will be on June 6, 2013 from 2:00 to 3:15 pm ET and the main topics covered are ensuring a secure physical and electronic environment and certification. You must pre-register by Wednesday, June 5th using the registration link provided: https://csteevents.webex.com/csteevents/onstage/g.php?t=a&d=668512517. This link will also be shared via email.We will share information on the July and August webinars as the details are finalized. Thank you!

https://www.research.net/s/SCwebinar2
http://www.cste.org/?page=WebinarLibrary
http://www.cste.org/?page=WebinarLibrary
http://www.cste.org/?page=WebinarLibrary
https://csteevents.webex.com/csteevents/onstage/g.php?t=a&d=668512517
https://csteevents.webex.com/csteevents/onstage/g.php?t=a&d=668512517
https://csteevents.webex.com/csteevents/onstage/g.php?t=a&d=668512517
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